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Industry Problem: Online CNP Fraud Increasing

2017 : Projections s200L0H- 2022 : Reality
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2012 2013 2014 2015 2016 2017 ~ 2018 7/ Il Total CNP fraud loss M % change M % of total card payment fraud loss
EMV Payment Card 2018 CNP fraud: $6.4bil 2023 CNP fraud: $9.5bil
https://www.juniperresearch.com/press/press-releases/online-transaction-fraud-to-more-than-double-to-$2 https://www.insiderintelligence.com/content/card-not-present-fraud-payment
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https://www.juniperresearch.com/press/press-releases/online-transaction-fraud-to-more-than-double-to-$2
https://www.insiderintelligence.com/content/card-not-present-fraud-payment

Consumers: Anxiety. Increasingly painful.
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Americans' Increased Worry About Specific Crime: s, 2020-2021
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Pain:Last 12months, 40% of
US card users wasted an
avg. 1-4 weekgeplacing
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25%: lost money
16%:credit score affected

Source : CardWare @
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Merchants: The Fraud + Chargebacks + Product Losses
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Source: Nilson Report + Aite Report @
Needed: more intelligent solutions #il sides of TR
this problem
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One Fixed Number, for any Merchant «
What could possibly go wrong ?

Personal | Business | Invest& Insure | About

Important Notice from
WELLS FARGO! We
detected a login from a

new device! If this was,
Kindly disregard this
sms. If not click
https://wellsfarrgocom.co
m/notice to secure now!

This is not the correct URL for Wells Fargo.
Notice the extra ‘r’ in wellsfarrgo

© 2024 CardWare, Inc. AlFrights Reserved



Online Experience: Is more Friction better ?

N
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How can we improve In-Store, CoTS Devices and Online payments UX ?

¥ $SS@ApplePdy GRHVQITW VWRUH WKH FOWUBK KY H DMKHP\E H
I /LP &RRN SWKH &&UHGLW &DUG LV GHDG"®
T /LP &RRN 3$SSOH &DUG LV WRBHHPWRW V HGQ MW L&EDY

£(2020) Andreeson +RURZLW] 3HYHU\ FRPSDQ\ ZLOO EHFRPH D
¥ '6- DQRQ *ROGPDQ 6DFKV VRXUPBHIY H1LH G/RKGBgONEK K\

¥ $SSOH 32%HJLQQLQJ -XO\ QWKSHYLFWKH EHUDWHG
WRNHQV ZLOO QR ORQJHU EH DSSWLRDEWUHDR®YDAMWLRQV

Are Device makers, Banks, Networks, Merchants
aligned towards solving all sides of this problem ?
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Merchant Specific £can use at One Merchant

Genesis
TV

One Fixed Number zcan use at ANY Merchant

1V

Primary Account Number (PAN) ——
Expiration Date (EXP) — ”
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Traditional Payment Card

ApplePay MPAN UX

Apple Merchant Tokens (MPAN)

6RXUFH $SSOH http&Mdeveloper.apple.com/videos/play/wwdc2022/10041/
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(Smart) Tokenization-as-a-Service
|:\ Card "
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SmartTokenization* : 1 or more Limitations-on-Use

=) 3
ol 53
@ In-Store / Online -E’ ]
Specific Merchant(s) ] |
e

© 2024 CardWare, Inc. All rights Reserved * Patented and Patent-Pending Technologies, including : 9760884, 10339520, 10628820, 11328286, 11176538, 11620634 ... etc




The eCommerce Dilemma

Fraud Friction

Profit / Cost



Finding Balance
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Cards on File

Friction
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Tokenization
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Evolution of eCommerce:

Sharing of Verified Digital Attributes

Know Your Customer



Evolution of eCommerce:

Sharing of Verified Digital Attributes

Age Assurance

Age Estimation Age Verification



Evolution of eCommerce:

Sharing of Verified Digital Attributes

Emerging Opportunities

| am a Real Person Proof of Entitlement



Next Steps : Call to Action

TTurn Online/Phone CNP, into a CP transaction
T SmartTokenization - Reduce phishing. Save transaction fees

TEliminate fraud, skimming by eliminating fixed payment-info

¥ SmartTokenization* - One-time limited- XV H '3%1 « /IRFDWLRVHOLBSW KG-DF
limited-use : FPAN ... Recipient-OLPLWHG 53%$1 «OQIPU WK WI3$1 «

tIncrease Merchant Affiliation
T Merchant-ID based - payment referral, merchant-rewards, and breach-resistant Card-on-File

TIncrease engagement by reducing friction, eliminate false-declines
13D-Secure - SmartTokenization inside Your App. Your Web-site. Your Store

1Get ready for the oncoming Digital-$ (CBDC, FedNow)
T Better for business (replacing Paper Checks, VenMo 3D\3 DO |HKEV «

Turn this into an better experience everywhere

© 2024 CardWare, Inc. All rights Reserved * Patented and Patent-3HQGLQJ 7THFKQRORJLHVY LQFOXGLQJ « etc
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