
With Great Growth Comes 
Great Accountability



ChatBot World

Can you please write a 30 
minutes Keynote 
Presentation for the 
Payments Summit?

Focus on payment 
security, make it engaging 
and add some humor!

Thank You. 



The Future of AI 
Technology 
How Deep Fake Technology Affects 
our Payments Business

“AI technologies designed to detect deepfake 

are the same as those that create it so it 

becomes an AI versus AI scenario where AI 

can not reliably win.

Dr. Eric Horvitz, Chief Scientific Officer, Microsoft
Digital Content Provenance Event: January 26, 2022 - C2PA





The World is Evolving -

Web 1.0
Read & Static

Web 2.0
Interact & Contribute

Web 3.0
Decentralized  & Democratic

Web 4.0
Refined  & Principled 

Analog
Mag-stripe Cards

THE FIRST REVOLUTION THE SECOND REVOLUTION 

Electronic
Chip Cards Introduced, 

CNP Advances with Visa Secure

THE THIRD REVOLUTION 

Digital
Tokenization and Enhanced Data

THE FOURTH REVOLUTION 

Future
Emerging Technologies 

Broadband

QUANTUM
COMPUTING

METAVERSE

Cloud Computing

Mobile Computing

Blockchain

Real Time Payments

Virtual Reality

Artificial Intelligence

Pay by Bank

All brand names, logos and/or trademarks are the property of their respective owners, are used for identification purposes only, and do not 
necessarily imply product endorsement or affiliation with Visa.

Payment Attack SURFACE is Increasing 



Card 
Payments

Real-Time
Payments

Crypto
Blockchain

FutureSecurity

Consumer Protection

Attack Surface

Visa Secure

Advanced 
Models

Chip 
& PIN

Click to Pay

Tokenization

Risk Operations Center

Fraudsters move to 
less mature rails

Security

Consumer Protection

Attack Surface

Security

Consumer Protection

Attack Surface

Mature 
Payments

Non-card 
Payments

Decentralized 
Payments

Future Payment 
Types



Consumers are the Target

Cost of Living Scams Snapchat Scams Amazon Scams

Ofgem

You are eligible for the 

government funded 

400.00 energy bill 

rebate. To complete 

your application visit: 

ofgem.secure-reg.com

Amazon
00:14

end call

“Hello this is the Amazon 

Fraud team calling about 

a recent purchase you’ve 

made. There seems to be 

a problem with the 

payment method you’ve 

provided online. To 

ensure your order goes 

through, we’ll need you to 

download an app on your 

phone in order to process 

you request.”

Unknown

‘Hi Mom’ Scam

Hi mom I’m texting you 

off my friends phone 

I’ve smashed mine and 

their phones about to 

die, can you WhatsApp 

my new number

please x

Hi John, my mom is out of 

town, could I borrow $20?

SCAMMER

Sure, here is my bank 

info…

VICTIM

Thx. Will pay you back.

SCAMMER



Identity Theft Reports and Losses by Contact Method

Phone Calls Text Messages Social Media

Source : Federal Trade Commission Report 2002

35% 21% 9%

20% 4% 23%

Reported

Losses



Numbers & 
Actions



Payment Volume

+11%

Fraud Rate

+3%
YoY

Visa Processed payment volume data based on Clearing & Settlement. Fraud data based on all TC-40 reported to Visa as of February 2023. For a like-to-like YoY comparison, 
the fraud data for last year has been limited to data reported as of February 2022. Includes cash transactions and excludes collections. PV and Fraud Rate are based on the 
Q1’2022-Q4’2022 period or as otherwise indicated; Adoption Rates are as of Jan’23; AFD counterfeit fraud rate are based on Q3’2022 (the latest closed quarter. Enumeration 
block data are  based on Q1’2022 –Q4’2022 period



Secure Technology 

18x Higher Volume YoY

610+ bps Higher Approval

9+ bps Lower Fraud 

Visa Processed payment volume data based on Clearing & Settlement. Fraud data based on all TC-40 reported to Visa as of February 2023. For a like-to-like YoY comparison, 
the fraud data for last year has been limited to data reported as of February 2022. Includes cash transactions and excludes collections. PV and Fraud Rate are based on the 
Q1’2022-Q4’2022 period or as otherwise indicated; Adoption Rates are as of Jan’23; AFD counterfeit fraud rate are based on Q3’2022 (the latest closed quarter. Enumeration 
block data are  based on Q1’2022 –Q4’2022 period



Visa Processed payment volume data based on Clearing & Settlement. Fraud data based on all TC-40 reported to Visa as of January 25th, 2023. Includes cash transactions and excludes 
collections. PV and Fraud Rate are based on 22’Q1-22’Q4.  Approval rates are based on gross decline and approval counts without de-duplication.

Provisioning – A Crucial Gateway in Payment Security

29%

59%
66%

72%
80%

89%

Days Since Token Activation

Cumulative % of Token Fraud

29% of token fraud 

occurred the  Same Day
as the token was activated 

30 60 90 180 365

90.1%
95.2% 95.1% 95.2% 95.4% 95.7%

68 bps

11 bps

3 bps 2 bps 1 bps 1 bps

Same
Day

30 60 90 180 365

Days Since Token Activation

Token Gross Approval Rate & Fraud Rate

After day one, approval 
rates stay stable for all 
tokens



Enumeration Attacks

73M Transactions Blocked

+135% YoY

Visa Processed payment volume data based on Clearing & Settlement. Fraud data based on all TC-40 reported to Visa as of October 28th, 2022. For a like-to-like YoY 
comparison, the fraud data for last year has been limited to data reported as of October 28th, 2021. Includes cash transactions and excludes collections. PV and Fraud Rate 
are based on the indicated time period, Adoption Rates are as of Sept-22. 

22M Transactions Blocked

+42% YoY



Bullet Proofing Payments 

Customer Transaction Network
• Scam Education
• Secure Alerts
• Secure 

Provisioning

• Tokenization & 
Encryption

• ID & Authentication 
Technology

• Model Intelligence

• Real Time Attack 
Monitoring

• Contextual Data 
across Cyber & 
Payment Fraud



All brand names, logos and/or trademarks are the property of their respective owners, are used for identification purposes only, and do not 
necessarily imply product endorsement or affiliation with Visa.
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