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Industry Problem: Online CNP Fraud Increasing

https://www.juniperresearch.com/press/press-releases/online-transaction-fraud-to-more-than-double-to-$2 

CNP Counterfeit Lost/Stolen
$Bil

2017 : Projections

2018 CNP fraud: $6.4bil

“Online” 

Pandemic

https://www.insiderintelligence.com/content/card-not-present-fraud-payment 

2022 : Reality

2023 CNP fraud: $9.5bilEMV Payment Card
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Consumers: Anxiety. Increasingly painful. 
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https://news.gallup.com/poll/357116/crime-fears-rebound-lull-during-2020-lockdowns.aspx 

2022, #1 US Crime Worry : “Having personal, credit card or financial information stolen 
by computer hackers” = 74% in 2021 (remained #1 on Gallup polls, since 2013)

#2 : 72% Online Phishing, 

hacking … etc

#1 : 74%Online Payment 

Theft, CNP Fraud …

Pain: Last 12months, 40% of 
US card users wasted an 

avg. 1-4 weeks, replacing 
the “more secure” 

Chip cards

25%: lost money
16%: credit score affected

Source : CardWare

https://news.gallup.com/poll/357116/crime-fears-rebound-lull-during-2020-lockdowns.aspx


Merchants: The Fraud + Chargebacks + Product Losses
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Source: Nilson Report + Aite Report

Merchant Losses

Issuer Losses

EMV Payment Card 

Liability Shift

>70% Losses now 

on Merchant Side
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Needed: more intelligent solutions to all sides of 
this problem



One Fixed Number, for any Merchant …

What could possibly go wrong ?
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$20.00

Online Experience: is more Friction better ?
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How can we improve In-Store, CoTS Devices and Online payments UX ?

• (2015) Apple : “ApplePay doesn’t store the card… creates a one-time use number”

• (2016) Tim Cook : “the Credit Card is dead”

• (2019) Tim Cook : “Apple Card is the most significant change to Credit Card UX in 50yrs”

• (2020) Andreeson Horowitz : “every company will become a FinTech company”

• (2023) WSJ, anon Goldman Sachs source : “We should have never done this f—ing thing”

• (2024) Apple : “Beginning July 30th, 2025, the current device generated Apple Pay network 

tokens will no longer be applicable for Standing Instruction transactions”

Are Device makers, Banks, Networks, Merchants 
aligned towards solving all sides of this problem ?
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Genesis

1950’s

Primary Account Number (PAN)

Expiration Date (EXP)

1960’s

Merchant Specific – can use at One Merchant

One Fixed Number – can use at ANY Merchant
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Traditional Payment Card

Apple Merchant Tokens (MPAN)

ApplePay MPAN UX 

Source Apple WWDC’23 https://developer.apple.com/videos/play/wwdc2022/10041/  

© 2024 CardWare, Inc. All rights Reserved

https://developer.apple.com/videos/play/wwdc2022/10041/


(Smart) Tokenization-as-a-Service

MPAN x5678

MPAN x5678
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Card
+

Card
+
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$ X
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$ Y
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MPAN x2741

$ Z
$ X > $Y + $Z
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SmartTokenization* : 1 or more Limitations-on-Use

Specific Amount

Period of TimeNumber of Uses

Specific Merchant(s)

Specific Recipient(s)

Spending Limit

In-Store / Online

Reader Facility(s)

$

Purchase Location(s)

Shipping Address

© 2024 CardWare, Inc. All rights Reserved * Patented and Patent-Pending Technologies, including : 9760884, 10339520, 10628820, 11328286, 11176538, 11620634 ... etc



Fraud Friction

Profit / Cost

The eCommerce Dilemma



Finding Balance

Security
Enhancements

Customer
Experience

KYC

Strong Customer
Authentication

Network
Tokens

3DS

Biometrics

SDKs

Express
Checkout

Cards on File

Charge
Backs

False
Declines

Poor
UX

Lost
Revenue Fraud

Friendly
Fraud

Friction

Abandon
Carts



Evolution of eCommerce: What’s Next?

Multifactor
Authentication

w/ Single Factor
Experience

SPC, Exemption
Management

Device-Bound
Token

FIDO

2.3.1.1

Network
Token

One Time 
Passcode

2.0

Proprietary
Token

Username &
Password

1.0

FPANTokenization

3DS

Authentication



Evolution of eCommerce:

Sharing of Verified Digital Attributes

Know Your Customer



Evolution of eCommerce:

Sharing of Verified Digital Attributes

Age Assurance

Age Estimation Age Verification



Evolution of eCommerce:

Sharing of Verified Digital Attributes

Emerging Opportunities

I am a Real Person Proof of Entitlement



Next Steps : Call to Action 

• Turn Online/Phone CNP, into a CP transaction

• SmartTokenization ⇢ Reduce phishing. Save transaction fees

• Eliminate fraud, skimming by eliminating fixed payment-info

• SmartTokenization* ⇢ One-time limited-use : DPAN … Location limited-use : LPAN … Facility-

limited-use : FPAN ... Recipient-limited : RPAN … Merchant-limited : MPAN … etc

• Increase Merchant Affiliation

• Merchant-ID based ⇢ payment referral, merchant-rewards, and breach-resistant Card-on-File

• Increase engagement by reducing friction, eliminate false-declines

• 3D-Secure ⇢ SmartTokenization inside Your App. Your Web-site. Your Store

• Get ready for the oncoming Digital-$ (CBDC, FedNow)

• Better for business (replacing Paper Checks, VenMo/PayPal fees … etc)

Turn this into an better experience everywhere
© 2024 CardWare, Inc. All rights Reserved * Patented and Patent-Pending Technologies, including : 9760884, 10339520, 10628820, 11328286, 11176538, 11620634 … etc
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